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Abstract— In the study, information security awareness of young persons, named as digital natives, is evaluated within the
context of internet addictions and sensation seeking. The sample of the study consisted of 246 students. The most important
finding of this study was that internet addiction had significant positive relationships with risky behaviors, exposure to crime
and protective behaviors. Risky behavior scores of females and sensation seeking scores of males were significantly higher.
Any significant relationship between sensation seeking and information security awareness could not be observed. Results
indicated that individuals with higher internet addiction may be under greater risk in terms of information security.
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I. INTRODUCTION

Today, the activities, which required spatial
dependency on paper media in the past, can be carried
out in digital media, independent from the space.
New communication technologies, social networks
and electronical applications have transferred the life
of people to the digital medium. Therefore, data,
basically, has transformed to an e-asset which must
be protected. Both e-transformation process and
increased use of social media in our lives have caused
such data to circulate uncontrollably in digital media.
The inappropriate utilization of technology as well as
low level of awareness of information security threats
have caused emergence of irreparable information
security risks and cybercrimes; and the individuals
had to protect themselves against digital life.
Likewise, the nations had to protect their citizens
from such threats and their possible consequences
before the law, which even led to international
cooperation.

Nowadays, with the establishment of e-government
systems, such developments also cause a significant
threat in terms of national information security.
November-December 2004 Turkey Internet Security
Research indicated that perceptions related to
information security of many institutions and
agencies, as well as computer users at all levels, was
limited which made them prone to digital risks [1].
Therefore, many software- and hardware-based
security methods have been developed in order to
maintain information security. At the present time,
acquiring data by the use of software and hardware
gaps have become difficult to a considerable extent
because of the well-developed technological means.
Countless threats are intended to be eliminated by
implementing technical solutions. However, recently,
the abuse of such gaps is replaced with the abuse of
information by exploitation of individuals. Social

engineering, which is one of the most frequently
observed threat, targets on individuals, the weakest
link of security. Provision of information security is
very difficult and the weakest link of information
security in this sense is the uneducated individuals,
who are exposed to direct or indirect threats, lacking
awareness or having certain psychological tendencies.
Basically, security is not a product but a process [2].
Moreover, security is not a problem of technology but
a problem of human and management [3].

In case of a minor negligence of an individual, which
is the weakest link in information security because of
the lack of awareness, significant damages which
cannot be assessed at institutional level may come
into play. When the literature was reviewed, it was
noticeable that the number of studies on factors
predicting different aspects of awareness, which is
one of the prominent elements of information
security, was limited.

When it is taken into account that the younger
generation, also known as digital natives, will be the
most active users of information world in future, it
can be argued that their awareness on information
security becomes a crucial point. The literature shows
that a considerable number of especially internet
addiction studies focuses on the causes and
consequences of internet addiction on young people.
In the present study, sensation seeking tendency, as
well as the addiction to internet and technology, was
considered as an important variable which may affect
information security awareness of the participants.
When studies on information security are reviewed,
lack of models concerning awareness is observed.
There are many studies which reveals that
information security is not yet at a desired level and
basic security risks arise from the individuals rather
than systems and technical matters. In many studies,
the relationships among several personality traits
have been examined but limited number of studies
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deal with the context of information security.
Although many strategy analyses which may increase
awareness are made, directive researches to these
efforts are lacking. The present study which assumes
that internet addiction, as a risk factor, became
widespread today, is considered to provide data to
information security procedures and will contribute to
the development of national and international cyber
security.

Il. LITERATURE REVIEW

Rapid  developments in  information  and
communication technologies have also introduced
security threats. Probability of exposure of
individuals to threats increase as their utilization of
such technologies increase. Material and moral
damages on national and international level occur as
result of such threats. As the starting point of
information security is the individuals, first of all,
individual information security should be provided in
order to provide national information security.

As Canbek and Sagiroglu [1] also stated that although
many studies on the subject have been conducted,
“information and information systems security” is not
adequately discussed in terms of individual and
psychological variables, and necessary importance is
not attached to the matter. In addition, since
“security” and “awareness” are of recent terminology;,
number of relevant academic researches is rather
limited and each specific research differ greatly in
itself.

According to the results of a survey study conducted
by Furnell, Jusoh and Katsabas [4] to determine the
end-users’ awareness of threats related to security
settings on Microsoft operating system, the threat
with highest awareness was viruses and with lowest
awareness was phishing attacks. This results become
more important when the psychological aspects of the
study are also considered. In this study, 80,5% of the
participants were between the ages of 17 and 29; and
only 30% of them used a password when starting
their computers.

In another study by Dijle [5], 72,5% of the
participants stated they used unlicensed software;
81,3% of them stated they did not do e-shopping; and
86% of them stated they never encountered any
phishing attack. In this study, 51,7% of the
participants believed that the software they used
could reveal their personal data to third parties;
15,8% of them were believing their security program
could protect them; and 28,6% of them had stated
they did not have any information on the matter.
Finally, 61% of the participants were thinking fraud
was the most dangerous cybercrime and 42,2% of
them stated they wanted to be a hacker.

In Dijle’s study, acknowledgement of fraud and
unlicensed software usage as the most serious
cybercrime sets forth the importance of material
aspects in individuals’ information security related
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behavior. When the results of this study are
evaluated, it can be concluded that the users’ level of
knowledge on the information security is inadequate.
It was also interesting to observe the discrepancy
between their awareness and behaviors; 75% of the
participants used unlicensed software which is a very
high rate, even though they thought it as a serious
cybercrime. First and foremost, unlicensed software
usage is a cybercrime. Unlicensed software cannot be
updated and security updates cannot be received.
They also create a threat to the computers they are
installed in. Despite such a high rate of unlicensed
software usage, 51,7% of the participants think that
the software they use can reveal their personal data to
third parties. Again, another contradiction between
awareness and behavior shows itself at this point [6].

Another study conducted by Bensmann [7] examined
password selection tendencies of Turkish users.
Password is the basic step of identity check in an
information system. The most commonly used access
control means today is password-user name matchup.
Therefore, choice of password is crucial in security.
According to the findings of the study, most of the
passwords of Turkish users have less than 7
characters, they are all either numerical or
alphabetical, ending with numerical characters; or
when the passwords have more than 7 characters,
their contents have an easily predictable nature
containing user information, a very well-known word
such as special name etc.

As Hoonakker, Bornoe and Carayon [8] proposed,
many researches concerning end-users carry
commercial concerns. The number of academic
studies in this field is considerably low. Today,
information and computer security is at a crucial
point in terms of both nations and individuals.
However, unfortunately, knowledge and awareness is
at a very low level especially in terms of individuals.
According to authors, contrary to what is believed,
91% of identity theft, which is an important data
abuse, takes place through offline channels.
Moreover, only 5% of identity thefts occur by
viruses, spywares or hackers and 3% thereof are
made through phishing attacks.

A research conducted in 2009 by Zhaung, (cited by
Hoonakker et al.) shows that 86% of institutions use
user name and password system for identity check.
As a reason for this, it is observed that user name and
password identification is the most effortless and
least costly way of security provision. However, a
significant security vulnerability emerges at this
point. In the study conducted by Hoonakker, Bornoe
and Carayon, it was observed that the users created
passwords that were easy to remember and easy to
guess. According to the result of another study cited
in this study, it was observed that 20% of the people
working in an institution wrote down their institution
password on a notepad and stick it on the screen of
their computers. It was also observed that 66% of the
individuals saved their passwords on papers and 58%
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thereof do so on electronic papers. The problems
caused by unsecured password (composed only of
letters) usage has been known for the last twenty
years, however, very little could have been done to
overcome this. As it can be observed in the
aforementioned researches, lack of personal
awareness is the major source of security.

In a research in 2006 by Chai and colleagues [9] four
different categorizations were made. First, experience
of individuals on internet and information security;
second, judgment of individuals on their own
information security behavior; third, perceived
importance of information security behavior; and
forth, information security related behavior developed
by users to protect themselves. Purpose of the
research was to determine if there is significant
correlation between these categories. Results revealed
that there is a positive significant correlation between
the individuals’ internet and information security
experience and their judgment of their information
security behavior. However, no correlation could be
found between individuals’ internet and information
security experience and the information security
related behavior they developed to protect
themselves.

Another research was carried by Yenisey, Ozok and
Salvendy [10] regarding online shopping behavior of
Turkish university students. Results of the study
indicated that more than 50% of the participants
showed the possibility of obtaining of their credit
card numbers by third parties as a reason for not
doing online shopping. In this study, it was also
found that the individuals did not refrain from sharing
their age, name, mail address information, whereas
they were reluctant to share their social security
numbers, telephone and credit card numbers.

It was observed in the study of Sahinaslan and his
colleagues [11] that 80% of the officials working in
the researched institution cause information abuse
without being aware. It is proposed in this study that
the most recent threats are information leakage,
information theft and intelligence activities.

A brief review of the literature reveals that the studies
exploring internet addiction and sensation seeking,
which are also considered as variables of the present
study, are mostly psychological based and do not
relate with information security. In a research
conducted by Tsia and his colleagues [12], risk
factors for internet addiction were examined. The
research was conducted with university students and
it was found that gender, neurotic personality traits
and lack of socialization created risk factors for
internet addiction.

According to the result of a study by Dalbudak and
his colleagues [13] a significant positive correlation
between sensation seeking and internet addiction was
found among university students. In this study,
females were found to be under more risk for internet
addiction. The finding that sensation seeking and
internet addiction are positively correlated was also
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replicated in a similar study by Rahmani and
Lavasani in a university student sample [14]. Several
researchers also found gender differences in sensation
seeking being males had higher scores [15-17].

Even a brief review of literature on information
security reveals that the studies mostly focus on
technology and role model development and the
industrial fields where researches are conducted are
predominantly education, health and financial
systems [18].

In many studies it was emphasized that information
security awareness is important when developing
country strategies; and individuals’ awareness
education and legislative regulations are also
important along with paying attention to technical
aspects of the subject [19, 20]. Moreover, the need for
more research focusing on the relationship between
human behavior and information security is also
emphasized in many studies [21, 22].

Although aforementioned studies provide valuable
findings on information safety, it can be argued that
they do not scrutinize information security as a
whole. However, information security should be
evaluated as a whole with both awareness and
behavior. Provision or evaluation of solely password
security or licensed software utilization security is not
sufficient. Although awareness is a core element of
enabling information security, it is insufficient on its
own.

Individuals may be aware of certain security
problems, however, this does not necessarily mean
that such individuals will engage in protective
behaviors. Therefore, in the present study, the
relationships among protective behavior
development, exposure to crime, risky behavior
tendency, sensation seeking and internet addiction
were studied. In addition, gender differences among
these variables were also tested.

11l. MATERIALS AND PROCEDURES

In the present study, primarily individuals’ level of
awareness on information security is explored in
terms of both in perceptual and behavioral aspects.
The aim of the study is to identify the direction of the
relationship between the individuals’ awareness on
information security and their behavior on the use of
information technologies and to set forth the critical
importance of the variables in this relationship. The
hypotheses that are considered to serve this purpose
are provided below:

-H1: Protective behavior is negatively correlated with
sensation seeking

-H2: Protective behavior is positively correlated with
internet addiction

-H3: Protective behavior scores of females is higher
than males.

-H4: Risky behavior is positively correlated with
sensation seeking
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-H5: Risky behavior is positively correlated with
internet addiction

-H6: Risky behavior scores of females is higher than
males

-H7: Exposure to crime is positively correlated with
sensation seeking

-H8: Exposure to crime is positively correlated with
internet addiction

-H9: Exposure to crime scores of females is higher
than males

-H10: Sensation seeking scores of males is higher
than females

-H11: Internet addiction scores of males is higher
than females.

Several scales were combined to be used in the study.
In the Demographic Information Questionnaire (DIQ)
questions such as “the purpose of internet use, the
frequency of internet use” etc. are asked to the
participants together with their ages and sexes.
Secondly, Arnett Inventory of Sensation Seeking
(AISS), which is a four point Likert type of scale
composed of 20 expressions developed to measure
sensation seeking (SS) in individual level, is used
[23]. The scale has two sub-scales named as Novelty
and Intensity. Arnett expressed that in the
development study, Cronbach Alpha for the entire
scale was found to be 0,70 (0,50 for intensity and
0,64 for novelty). The scale was adapted to Turkish
and used in several studies [24, 25]. In these studies,
Cronbach Alphas were found between 0,70 and 0,86.
In AISS, increasing scores represent higher level of
sensation seeking. In the present study, total scale
scores were used.

Thirdly, Internet Addiction Scale (1AS), developed by
Young [26], which is a 20 item Likert type scale
(between 1 and 6) was used to measure internet
addiction (1A). The higher scores show higher level
of internet addiction. The Turkish adaptation of the
scale was done by Bayraktar and its Cronbach Alpha
for the whole scale was found to be 0,91 [27].

Finally, three subscales [namely, protective behavior
(PB), risky behavior (RB) and exposure to crime
(EC) scales] of Information Security Awareness Scale
(ISAS) developed by Ogiitcii were used [6]. The
scales include five point Likert type statements.
Cronbach Alpha value of the questionnaire was found
to be 0,93 in the original study.

All data were collected before lectures on information
safety on voluntary basis.

IV. RESULTS AND DISCUSSION

In this section, the study main findings of the study
are provided. SPSS17.0 and STATA were used in
analyses.

4.1. Demographic Characteristics

The distribution of the demographic characteristics of
the participants is presented in Table 1.
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Table 1. General Profile of the Participants

Variables N %
Gender
Male 100 41
Female 146 59
Education
High School Student 227 92
Other 19 8
Purpose of Internet Use
Social Media 126 51
Education 31 12
Gaming 49 2
Shopping 21 8
Gambling, betting 6 2
Other 13 6

As summarized in Table 1, 41% of the participants
are male and 59% of them are female. The sample
mainly consisted of high school students (92%). The
participants stated their purpose of internet use. Half
of the participants stated their primary purpose for
internet use was social media (51%). Other purposes
of internet use were education (12%), gaming (20%)
shopping (8%) gambling and betting (2%). Six
percent of the participants expressed other reasons for
internet use. They expressed that they spent an
average 4 hours per day and 6 days per week online.

Table 2. The Percentages of Some Responses

Always | Frequently | Sometimes | Rarely | Never

I follow legal developments on computer and internet
security

| 1382 |

731 | 1707 [ 1869 | 4308 |

I know where fo report a cybercrime that I come across

\ 19.1 \ 12.19 \ 18.69 \ 18.69 \ 313 \
I know that my personal information can always be
abused by other parties
47.96 12.6 14.63 \ 853 \ 16.26 \
When I do shopping by my credit card, the storage of my
credit card details by the other party was never important

| 1.4 | 772 691 | 528 | 6504 |
I wanted to be a hacker
| 2479 | 13 | 2307 | 85 | 3048 |

Some responses of participants which may be crucial
for information security were summarized in Table 2.
According to these responses, 43,08% of the
participants stated that they never followed the legal
developments on computer and internet security; they
did not know where to report a cybercrime that they
come across (31,3%); they always knew that their
personal information can always be abused (47,96%);
the storage of their credit card details by the other
party was never important to them (65,04%) and they
never wanted to be a hacker (30,48%).

During the testing of the given hypotheses correlation
analyses and independent-group t-tests were
performed. The significance level was accepted as
0,05.
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Table 3. Correlations among Variables Variable

Variable 1 2 3 4 5
1.RB 1.00 617 58 .05 435"
2.PB 1,00 35" -,05 49
3.EC 1,00 137 337
4SS 1.00 .03
5.1IA 1.00

* p<.0,05, 7 p<0,01
P03, - Py

Correlation analyses (Table 3) indicated that risky
behavior was correlated with protective behavior,
exposure to crime and internet addiction. Protective
behavior was positively correlated with exposure to
crime and internet addiction. The correlation of
exposure to crime with sensation seeking and internet
addiction was also positive. No other significant
relationship was obtained.

Table 4. Independent-Groups t-tests

Variables Male Female f-value
RB 343 3,62 2.24"
PB 3,08 3.10 0,20
EC 421 426 0,38
SS 3,04 2,89 -0,28"
1A 3,03 3,02 -2,00
" p <.0,05

As for the t-test results (Table 4), risky behavior
scores of females and sensation seeking scores of
males were significantly higher. No other significant
mean difference was found between males and
females.

In the present study, sensation seeking, internet
addiction and gender were evaluated in the context of
information security. The analyses revealed that H2,
H5, H6, H7, H8, and H10 were confirmed.

As expected, risky behaviors on internet was
positively associated with protective behaviors,
exposure to crime and internet addiction. Participants
who have risky behaviors may be aware of their risks
and may develop protective behaviors against them.
High correlation values indicated that the
relationships among internet addiction, risky
behaviors and exposure to crime are very strong.
Higher use of internet will place users under
increased risk of being exposed to crime. The
association of exposure to crime with sensation
seeking and internet addiction is also understandable;
higher level of sensation seeking may increase the
risk of engaging risky behaviors that may be
associated with crime such as illegal betting or
gambling. Similarly, higher level of addiction may
lead to repeated engagement of these behaviors.
However, more studies are needed in order to
understand the causal links among these variables in a
holistic manner. Previous findings regarding males
had higher sensation seeking scores [15-17] was also
replicated in the present study. This difference has
been explained by several researchers in the light of
evolutionary changes or culturally transmitted gender
norms [28].
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The present study has several limitations which make
the generalizability of the results difficult. First, the
sample of the study is limited to generalize findings.
Second, this is a correlational study which aims to
explore the relationships among variables. Therefore,
it does not allow causal interpretations of the
findings. Finally, like all other paper-pencil studies,
validity issues should be taken into account while
interpreting results.

Table 5. Summary of Hypotheses

Hypothesis Result

H1: Protective behavior is negatively correlated with | Rejected
sensation seeking
H2: Protective behavior is positively correlated with | Confirmed
internetaddiction
H3: Protective behavior scores of females is higher | Rejected
than males
H4: Risky behavior is positively correlated with | Rejected
sensation secking
H5: Risky behavior is positively correlated with | Confirmed
internetaddiction
H6: Risky behavior scores of females is higher than | Confirmed
males
H7: Exposure to crime is positively correlated with | Confirmed
sensation seeking
HS8: Exposure to crime is positively correlated with | Confirmed
internet addiction
H9: Exposure to crime scores of females is higher | Rejected
than males
H10: Sensation seeking scores of males is higher | Confirmed
than females
H11: Intemet addiction scores of males is higher | Rejected
than females.

CONCLUSIONS

The most important finding of the present study was
that internet addiction was associated with risky
behaviors and exposure to crime which may cause a
great risk in the context of information security.
Although, protective behaviors were also associated
with internet addiction, risks should not be
underestimated. Accordingly, it can be proposed that
it may be difficult to maintain information security
among individuals with internet addiction. It may be
recommended that this factor must be kept in mind in

awareness studies and training programs
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